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Our social responsibility

v How much harmful content is on the

Internet?

v How often our children come across it?

v Are there authorized people to publish it?
v" How fast new one appear?

v" How our own children protected from

bad content?




Online safety of our children:

Build-in and pluggable category-
based harmful content filtering

w W Build-in transparent AntiVirus and
( é ‘l AntiSpam filters for safe browsing
L l and emails

Per user/pupil Data screening,
accounting and reporting
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What is ICS?

v  Centralized Internet Gateway integration
solution

v" Remote support and managemen;

v ICS combines routing, proxy, traffic
accounting, user access rights, web, mail, ftp
server, VPN etc...

v Intuitive web-management browser interface

v" Reliable FreeBSD Unix platform on any
PC/Server
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ICS for children

v" Automatic traffic allocation, filtering,

quota support, reporting  and
accounting under one flexible web
interface

v Reduce and control of non education-
related time waste

v" Always-on Secure UNIX Firewall and
Reliable Gateway
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For school educational process

Build-in File, Web and mail servers for
internal/external school projects

Photo Gallery for School events, Wikipedia for
school knowledge-base, Forum for
collaborative approach and interaction of
students, parents and teachers

Secure Web Server and VPN for tutors and
parents for access provision to school
resources & billing information




ICS for School Management:

v Intuitive user-friendly web interface for
management and resource allocation

v Secure access from anywhere in the world
to internal School resources (VPN, SSL)

v Piece of mind protected by secure and
robust Unix-based Internet Gateway




ICS Web Interface (user and URL stats)

Users and Statistics Owvera el v fhic Top 5 domains Top 5 users rt managment
2012 - 12-31-2012 Week Month

Top 5 users
6 Address ra e

'H'! Reports ey |
@, Connections monitor ACCOUNT 1 [
Secetary3 N
Jayson NN
suhail I
Other

Top 5 IPs and domains for SAI

¥ X youtube.com
i & Network neighborhood

Antivirus
Drieb Antivirus '4.116.125

@or ‘
® web 5.12.180.129

o Attack detector 2 152,18

Certificates
= IP telephony
il Statistics
B File storage
L All services

Top 5 IPs and domains for & ACCOUNT1L

W vimeo.com
¥ youtube.com
Less than 1% vimeo.com I kaspersky.com
Other = _
Hetwork kasperﬂy_. com - r_ manoramaoniine. com
youtube.com 44

% Network setup wizard
- - - .




Users and Statistics

sers
2 Roles

1§ Address range:

ills Reports

&, Connections monitor
Ty Rulesets

@l Traffic categories

Services

R Dns

B FTP

’ Jabber

! I Network neighborhood
Antivirus
Dreb Antivirus

@ o

® web

o Attack detector
1CQ log

B Mail
Certificates

= IP telephony

iy Statistics

B8 File storage

¥ All services

&~ Operations~ # Edit Import & Bxport | % Master

£ Jayson

& Account2

& Accounts

£ secretaryz
& Account3

£ suhail

£ secretaryd
£ eid

£ Secretaryt

£ FRC

I | ©

Traffic per day ~ Traffic per week Traffic per month

+ 10,581

4810

5.62M

2 helena

& LeB

& Technicald
£ servicedesk
£ MGHEORGHE
£ SHERR

& CcHRis

& Designer
& Accounts

» 22930

a 17271

71.26M




ICS Web Interface (Firewall rules)

Driveb Antivirus

@or

® web

of Attack detector

£ 1C0 log

B Mail
Certificates

= 1P teleph

s Statistics

B8 File storage

£ All services

Network

™ Network setup wizard
@ Providers and networks
E ArP table

® "DHoP

B veM

| Routes

W Firewal

o Proxy

B Port forwarding
&~ Network tools

Maintenance

Monitoring

= &5 Allinterfaces (31 rules)

&5 DMZ (4 rules)

g] External interfaces (16 rules)
SJ router (1 rule)

,,—:'; Internal interfaces (7 rules)
,,—:'; Belhasa (1 rule)
25 Local Network (1 rule)
&5 WiFi Direct

4 Tunnels

ml VPN interfaces (4 rules)

= Permitting rules

OO ee e e e

Access to the mail server

Allow TCP traffic, incoming to ICS to port SMTP port, IMAP port, POP3 port through External interfaces

Access to the VPN server
Allow TCP traffic, incoming to ICS to port pptp through External interfaces

Access to the WEB server
Allow TCP traffic, incoming to ICS to port Web server port through External interfaces

Access to the FTP server
Allow TCP traffic, incoming to ICS to port FTP port through External interfaces

Access to the DNS server
Allow UDP traffic, incoming te ICS to port dns through External interfaces, Local Network

Access by ICMP protocol
Allow ICMP traffic, incoming to ICS through External interfaces

Access for passive FTP
Allow TCP traffic, incoming to ICS to port Ports for passive FTP through External interfaces

Access to the server via GRE tunnels
Allow GRE fraffic, incoming te ICS through External interfaces




Users and Statistics Overall report tatistics ¢ traffic | Top 5d Top 5u! ort managment eport d

12-01-2012 - 12-31-2012 Week Month
P Roles & Edit
@ Address ranges
s Reports
®, Connections monitor Incoming Incoming
Ty Rulesets

Top 5 users Top 5 protocols

@ Traffic categories —— ACCOUNT1

Services

R Dnis
B FP
QJabber
! ¥ Network neighborhood AL
Antivirus ACCOUNTL
Driveb Antivirus
@ o
® web
o Attack detector
0()h 2h 4h 6h 8h 10h 17h 14h 16h 18h 2
Top 5 MIME types th 31 5h 7h oh 1ih 13h 15h 17h 1Sh
Top 5 IPs and domains

& P telephony Undefined MIME type
il Statistics [ fipeg 198.106.5.175 |
I File storage applicationfoctet-stream [S youtube.com
-ﬁ- All services text/himl [l vimeo.com [N
text/plain |§ .248.109 RN

Other SR

Network

¥ Network setup wizard




Users and Statistics o I ﬁ
& ysers '[I[' Statistics Security and access Providers and networks
@, - B

36 users per day: control internet access throuth
0 disabled router
e R 0 attacks
0 blocked per week: e ping: 139.736 ms.
18 online load
per month: )
@, Connections monitor 0 vpn connections
Ty Rulesets

Bl Traffic categories

Qﬂﬂhu"'

! Web and FTP server Monitoring and
" 0virtual hosts @® maintenance
33.11G free

CPU: 19%
RAM: 56

/' Network neighborhood Load:

Antivirus
DriWeb Antivirus

@or

@® web

of Attack detector
1CQ log

B Mail

* Certificates
& P telephony 02:08 P& SHERR cwBi.providesupport.com/pollmshopdubai'operator The user Denis logged out

System log
02:08 Pc% SHERR ds.ds1ps.com/refer/cgdchat/operator/cweb.xml The user Denis legged in from address 85.98 45 208
02:08 P& SHERR cwTi.providesupport.com/pollcgdchatioperator User Denis has been disconnected from VPN network from address 856.98.45.206

'EIFu Statistics 02:08 P& SHERR cw 10i.providesupport.com/polll'cgdchat/operator Antivirus settings has been changed by user Denis

B8 File storage 0z2:08 P& SHERR jw 10i.providesupport. comdjsstream/cgdchat/operator Backup mokadubai.dyndns.biz-2012.12.12-00.00.02-stmcfu-backup (settings, statistics, ma. ..
¥ Al services




|CS features (Technical)
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v Centralized Internet Gateway

v Complex LAN, VLAN, several interfaces
accesses

v Dynamic and static routing

v |IPSec and VPN connected Head Office,
campus and individual users

v" Web, Ftp, DCHP, Mail, File, Proxy, Time etc...
servers

v Firewall, Intrusion prevention and Data
Leakage Prevention

v Antivirus and Antispam




|CS features (continued)

v" Ethernet, WiFi, 3G, PPTP, PPPoE, L2TP, VLAN

(/e
and DMZ 4 ( =
v Multiple ISP support with priorities F s ¥ ~=

fs S
v PPPoE\PPTP Virtual Private Networks '\\% Q‘A.lii,

v GRE\IPIP-tunnels with IPSEC PSK, OpenVPN
v QoS (Quality of Service) prioritization
v" IP-phone AND Dynamic DNS

v" User screening and accounting




|CS features (continued)

v Authorizations by: IP, MAC, Proxy, Web, Active
Directory Domain, VPN;

v IP address, ports and URLs filtration and
quotas support;

v User/Group rights and rules

v SKyDNS and Content Filtering;
v Network Monitoring module;

v' Layer 7 filtration (IDS and DLP);
v Regular updates

v ele
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ICS Advantages

Simplicity:
v Fully Automated setup and upgrades
v All functions under control from one web-interface

Flexibility:
v'Management from any Internet PC
v' 6 User authorization types supported

Versatility:
v'No additional software required
v Network performance optimization

Security:
v Secure UNIX Firewall build-in
v DLP, IDS, Antispam and Antivirus (license required)
v Complete reporting and audit trail
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Support

InTouch FZE

Level 14, Boulevard Plaza Tower One, Emaar
Boulevard, Downtown Dubai
P.O. Box 31027, Dubai, United Arab Emirates

%
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Tel : + 971 4 455 8611
Fax : + 971 4 455 8556

Mail to: support@IinTouch.ae
Visit: www.InTouch.ae
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Questions?

InTouch FZE
Dubai, United Arab Emirates



